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Abstract

Infrastructures and supply grids are highly interconnectetl damages caused by natural hazard
events (heavy storm, volcano eruption, flood) can propagate across different systems. A d
propagation from a supply grid element to another, both within the same grid or across different
is called a casaling effect. These cascading effects are complex and could lead to damages in
environmental, technical or economic systems, which were not originally caused by the natural h
In addition,damaged critical infrastructure in crises can leaddsaading effects aggravating the cri
impact for humans, the economy and the environmeihis report describes the damage mod
estimating the structural damage on critical infrastructure in consequence of a crisis. In Snowb
understanding of casding effects will be increased by the use of a computer simulation, w
different influences on supply grids are analyzed. The computer simulation focusses on the pow
the water grid, the mobile phone grid as well as human behavior during cksesnstance, damage
and outages in the power grid can propagate to the water and the mobile phone grid, i.e. le
cascading effects. The damage model builds the base for the cascading effect analysis in the c
simulation. The simulation of therisis starts with some initial structural damages on the supply g
estimated by the Damage Estimatdhe Damage Propagator (D5.4) computes the consequences
structural damages in grids and crdssrder. On this base, a vulnerability and regilée assessment i
made (D5.5)Therefore,the knowledge about possible structural damages and its consequence
support decision making to reduce the crisis impact, increase the preparation and the situa
awareness in crises and identifying vulrgliges of grids.
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Executive summary
Infrastructures and supply grids are highly interconnectetl damages caused by natural hazard

events (heavy storm, volcano eruption, flood) can propagate across different grids. A d
propagation from a supply grid element to another, both within the same grid or a across different
is called a cascading effect. These cascading effectarplex and could lead to damages in hum
environmental, technical or economic systems, which were not originally caused by the natural h
In addition,damaged critical infrastructure in crises can lead to cascading effects aggravating th
impact for humans, the economy and the environment. Snowball will increase the understandi
cascading effects by the use of a computer simulation, where different influences on supply gri
analyzed. The computer simulation focusses on the powel; gre water grid, the mobile phone gri
as well as human behavior during crises. For instance, damages and outages in the power
propagate to the water and mobile phone grid and lead to cascading effects. Human behavior cal
either aggraate a mitigate these effectsThis report focusses on tttamagemodel and describes th
abstractionof damagesdn crises as well as their purpose witf@aESARNith the help of a computer
simulation, vulnerability and resilience measures for the considerat$ dnaving regard tstructural
damagesre assessed. Tldkamage models araddressed in the computer simulation &giding damage
functions to the grid component®uring the computer simulation, the damage models deliver the ini
damages on grid compents caused by the natural eventhey serve as origin for failures propagati
through the grid, i.e. as origin for cascading effe@aESARIms at a better understanding of th
influence of human behavior, decisions and reactions on cascading effettsf damages and damag
propagation between different grid types in certain scenarios. The knowledge absuading effects
can support decision making to reduce the crisis impact, increase the preparation and the situ
awareness in crises anckictifying vulnerabilities of grids.

The appearance and the impact of cascading effectipply gridss the consequence of a structur
damage of grid component3.o achieve the aim of the computer simulation of understanding cr
damages angropagationincluding cascading effe¢taccountdamagemodelsfor the grid components
have to be taken into accountThe integration of thelamage modelén the computer simulation tool
requires a formalization of achieved results irttee grid models. Té development of the damag
modelsand its integration intACaESAR a first step towards the understanding of the roleca§cading
effects in crises.Based on the damage models, different categories of structural damage on
components can be provideand their consequence can be estimated (Damage Propagator in D5.

The idea of the Damage Models is to define criteria for the components of a defined supply ne
such as drinking and industrial water supply (components: waterworks, water pippsyver supply.
Based on this criteria, the probability of a failure during or after a threating event can be determ
These criteria depend on both on the type of event, as well as on the type of the considered n
component. The exact definition drmoreover the quantification are the objectives of the Damal
Models. This gives the possibility to assess and moreover calculate treafdning consequences 0
supply failuresin the Damage Estimator, the Damage Models are implemented in CaESAR f
computer simulations. It computes the probability for technological hazards in consequence of n
hazards. Technological hazards are related to grid components and lead to a structural damage
Damage Estimator, ayrid component is consideredsadamaged during the simulation if th
consequence of the structural damage is a breakdown of the component.
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ABBREVIATIONS

CaESAR

Cascadingdfect Smulation in urbanreas to assess and increaResilience

DEFINITIONS

Crisis impact
Sum of aldamages occurred during the crisis.

Crosshorder cascading effect

Cascading effects across two different supply grids

Grid component

Part of a supply grid, for example a power pole or a power line.

Grid componentype

Class of grid components, e.g. poyetes or distributors.

Simulation Iteration

The simulation is repeated n times due to probability values. One repetition is called simulation ite
Simulation Step
A time step during the simulation, e.g. ten minutes.

Simulation World

Simulated conditins, not the current ones, e.g. weather, time of day, date, etc.

Situational awareness

Perception of elements in the environment within a volume of time and space, the comprehen
GKSANI YSIYAYy3 |yR GKS LINRP2SO0ARYsAYHA BKS XINJ
(Schonefeld et al. 2015)

Structural Damage

Damage on a grid component dteea crisis event, which must be repaired

Global Snowball Glossary for further definitions:

https://docs.google.com/document/d/1icUdWPen7GQ10hQfWVdJODhZgJCithRASihWA/edit
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INTRODUCTION

Infrastructures and supply grids are highly interconnected amthabes caused by natural hazardo
events (heavy storm, volcano eruption, and flood) can propagate due to interconnections
different systems. The outage of components in a critical infrastructure system could le
consequences in othesystems ad unintended behavior [33][33] define different types of
interdependencies, e.g. physical, geographical or logical. Logical dependaisciespresent humans
and their decisions or actions, which means as a conclusion that critical infrastructure demetioe
behavior of humans.

The computer simulation focusses on the power grid, the water grid, the mobile phone grid as
human behavior during crises. For instance, damages and outages in the power grid can propa
the water and the mobile ptne grid, i.e. lead to cascading effects. The damage model builds the
for the cascading effect analysis in the computer simulat8ince not all networks are equally affecte
it is necessary to assess beforehand all different network components resthect to the specific
incident in detail.For this evaluation, the Damage Models have been developed to define for
YyStg2N] O2YLRYySyld O6APSd aLRGgSN LRES Oflaa
1YKKEDOD F2NJ 0KSORIGBIPI S YEREBE delkdi ¥2yinn {YkK T
purely technical site on the lowest level of simulation calculations, which is the basis of all other
(Cascading, Propagating, ef€he simulation of the crisis starts with some initial structural damage
the supply grids estimated by the Damage Estimator. The Damage Propagator (D5.4) compu
consequences of the structural damages in grids and dvoeder. On this base, a vidmbility and
resilience assessment is made (D5.5). Therefbeeknowledge about possible structural damages a
its consequences can support decision making to reduce the crisis impact, increase the preparati
the situational awareness in crisesdaigentifying vulnerabilities of grids.

Chapter 1 describes the integration of the Damage Models and the interconnection to
components in CaESAR. Chapter 2 describes the damage models and the implementation in Ca

1 CAESAR

This section describes the role of the Agent Behavior M@&BM) within the context of the simulation
tool, i.e. the connection between theBMand the Coupled Grid Simulation Tool. Furthermore, it gi
a rough overview over the modelsedin the Coupld Grid Simulation Tool.

The computer simulation as a whole in Snowball addresses the damage propagation of crisis
throughout supply networks (i.e. water, power, mobile phone) and an analysis of grids includin
influence of human behavior. Humdehavior studied in D2.2 and D3sformalized in the ABM. Th
ABM is integrated in the Coupled Grid Simulation Tool. Human behavior can thus influence the
of damages in single supply network elements in the simulation. The Coupled Grid Simildettion
combination with the Agent Behavior Model is calléascadingHfect Smulation in urbanAreas to
assess and increagesiliencg CaESAR) in the following. CaESAR itself including the gridinwpédat
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damage propagatiois described irthis deliverableand D5.4. This deliverable describes the theoreti
Agent Behavior Model and the integration in CaESAR.

CaESAR simulates the impact of a crisis to a system of supply grids including human influenc
grids. Figurel gives ahierarchicaloverview on the modules of CaESAR. The three main modul
CaESAR are the Simulation World, the Monte Carlo Simutattthe Result Processing. The Simulati
World holds all the entities that are to be simulated, the simulation clock arid responsible for
executing the computer simulation exactly one time. In the Monte Carlo Simulation module
repetition of thecomputer simulation is managed. For each repetit the Simulation World provide
results to the Result Processifithe Result Processing modaianages the summarization thfe results
provided by the Simulation World.

Grids

Entities Agents

Natural

Events
Simulation Damage

World
Internal
Result . Damage
CaEsAR Processing Mamipiiator Propagator
Crossborder
‘Simulaton’ Clock Vanager
Manager

Figurel: Structure of CaESAR modules.

An overviewof the modules and their functionalities is givierthe following sections.

1.1 Simulation World
This section describes the structure of the Simulation World module. The Simulation World repr
the main module of CaESAR, which executes the computer simulation

In general, a computer simulation aims at forecasting Ible@aviorof specified systems to differen
events. For reaching this target, theehaviorand components of specified systems are apedyand
abstracted in a computer simulation world. In thisseaabstraction means that only characteristics
the components relevant for the simulation and the intended results are mapped to the com
simulation. Algorithmsthen imitate the behavior of a specified system based on the releva
components. Adegate selection of components and algorithms for systeshaviorlead to a computer
simulation, which can be adapted easily to different situations (e.g. different crises).
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In Snowball, relevant systems are supply grids including thediavior regarding crisis events an
cascading effects. Thisehavioris mapped to the Simulation World with the aid of three modul
Entities, Manipulators and a Clock Manager.

The Simulation World module contains all models developed in WP5. Models can lesl diva static
and manipulation models. In the following, they are referenced by the terms Entities and Manipul
Entities represent the system as set of components and their relevant properties, i.e. the structur
supply grid grids inFigurel, Grid Model in WP5), the characteristics of humagefits inFigurel, part
of the Agent Behavior Model in WP5) and the description of a natural crisis evemtgl events in
Figurel). Manipulators represent thbehaviorof systems with rgsect to events, i.e. the probability o
a structural damage (Damage Estimatofigurel, Damage Model in WP5), the propagation of dama
(Damage Propagator iRigurel, Damage Propagation Model in WP5) and the reactions of hu
(Agents Manager iRigurel, part of the Agent Behavior Model in WP5). The Clock Manager repre
variables influencing the entities, i.e. year, month, day, time of the day, weather, etc. In other
the Simulation World module represents the world for tkenulation that contains all relevan
parameters: system definition, system manipulation and system environment.

The Simulation World module manages the occurrences of crisis events and their consequence
computer simulation. In each simulation stepe current time of day is updated in the Clock Manag
The Simulation World module requests the data of crisis events occurring in the current simulatio
It sends the crisis event impact to thmanipulators, which evaluate the consequences andirth
cascading effects of the crisis impact on the defined systems.

The Simulation World module of CaESAR executes exactly one simulation iteratibis baseand
delivers the results to the Result Processing module.

1.1.1 Entities

This section gives a roughesview on theentities of the Simulation Worldn CaESAR, different entitie
are used to describe the relevant properties of supply grid and the relevant influences on it:

1 Grids: The Grids module represents the static grids and the change in respestagetaduring
the simulation.
1 Agents: The Agents module represents the settings of humans in the crisis area, e.g. |
preparedness of a specific human or social group.
1 Natural Events: The Natural events module holds relevant information about the evients
AyOft dzZRAY3I GKSANI yI GdzNF & OFalOrFrRAy3a S@Syi
event time (start and end).

This section describes the differestities mapped to CaESAR.

1.1.1.1 Grids

This section gives a rough overview on the mappingriofs to the computer simulation. A mapping
grids to the computer simulation requires a selection of relevant grids. The candidates for selecti
power grid, water grid, mobile phone grid, gas grids, internet grids or first responder grids. Due t
and budget constraints, a maximum of three supply grids is possible to be modelled within this p
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Based on the following criteria, grids were select€dscading effects should be modelled within e

grid and inbetween different grids Anotherimportant factor for grid selection is the influence o
human behavior in crises and the influence of humans on the selected grids. In addition tbshatild

be demonstrated that the approach is sufficigngeneric, so the different selected gridsosild show

as much different aspects as possible. The focus of the work in WP5 lies on the cascading effect
different kind of supply grids because damage propagations within gredst least partly understood
and can be simulated by commerciabts. Therefore, a possibility shall be provided to coufflearty
software to CaESAR to simulate damage propagation within each supply grid. A further criteri
selection of supply grids to consider was the existence of commercial/open source doaisef
simulation of single gridsThe last criterion for grid selection is the possibility to combine as m
aspects as possible for developing a generic simulation method. Therefore, the grids must be pre
heterogeneous.

TheFhGselected three grids for modelliragcording to these criterigpower grid, water grid and mobil
phone grid:

1 Power grid: contains many interdependencies to other grids, e.g. water grid and mobile
grid. Transports a redgime (usually not storable) medium.
1 Mobile phone grid: Humans could interact strongly with the mobile phone grid and cause
overloadsby stressing jtdepends on power grid componentsurthermore, disruptions affect
situational awareness ahcontrol of power and water stems.Connections between nodes ar
not pipes or wires, which istag difference to the other grids.
1 Water grid: esential for the population in crisis and depends on power grid components
g GSNIJ LldzyLJao ® ¢NIY YyALRNIFGAZ2Y 2F | YSRAC
which is a difference to power and mobile phane

Figure2 shows the Grid module built by CaESAR containing information on the three selected g
receives a geoeferenced description of grids (e.g. in shapefile format) and optionally grid s éaben
third-party tools. The Grid module selects relevant components for structural damage computatio
failure propagation (se8ectionl.1.2.1and Section1.1.2.9.
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Figure2: Simulation model for interconnection mapping between different grids. The Grid modweleeives the geo
position of components, the component types with their properties and the connections to other components from the
interfaces processing shapefiles and grid models of external tools. A directed graph connecting different grids is biilt
thisinformation. Each node in the graph contains a maximal load, an initial load and value for failure propagation.

A simulation model is always developed for specific questions to be ansy&2gd-urthermore, the
power grid is a complex system, wkeestompromises in modelling are necessary for analyzing casc
effects. A possible compromise is the simplification of the sy§@bh In Snowball, the syste is
simplified to structural components which can be damaged by a crisis event and causéncpstfadts.
A simplification and limit of detail degree leads to models which can be used for simulation of larg
areas and for identification of crog®rder cascading effects during large crises. For identifying the
vulnerable nodes, the mad must contain:

9 All structural components which can be damaged during a crisis

1 Physical dependencies between structural components to analyze internal cascading eff
1 Physical dependencies between components of different grids to analyze -lhwodsr
cascading effects


























































































